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Scope
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Fileless Malware
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Fileless attacks are invisible to static IDS
[Dang ‘19]

Monitored File System

Memory of Running 
Process

The FritzFrog botnet has 
claimed over 20,000 victims
[FritzFrog]

Exploits Log4j and weak SSH passwords 
to impersonate vulnerable webservers



• Use dynamic runtime behavior to detect fileless malware [Hassan ‘19]

• System provenance causally connects system resources

Provenance Graphs
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Why hasn’t system provenance been adopted in IoT?
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Challenges to system provenance in IoT
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Exposure Limitation

Each device has 
limited exposure to 
program behaviors

Program 
Behaviors

GNN-based graph analysis 
is resource-intensive

Resource Limitation



Traditional Method of Addressing IoT Limitations

7

Telemetry and Log Data

IoT Devices Central Server

Analyze Network Traffic

Disrupt Network Connection

Compromise Single 
Point of Failure

Raise Security Alert

[Nguyen ’19, Cossan ‘21, Reiger ‘23]



ProvIoT - Design
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ProvIoT – Federated Learning
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ProvIoT – Data Preparation (Path Extraction)
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ProvIoT – Data Preparation (Regularity Filtering)
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[Hassan ‘19, Wang ’20] 

𝑅 𝑒 = 𝑢, 𝑣, 𝑟 =
𝐹𝑟𝑒𝑞 𝑢, 𝑣, 𝑟

|𝐹𝑟𝑒𝑞 𝑢,∗, 𝑟 |

P1 P2
create 

document

Regularity



ProvIoT – Anomaly Detection Pipeline
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doc2vecdocument AutoEncoder
[Han ‘21]

bash kodi

bash curl C&C

plexkodi

.config kodi xrender



ProvIoT – Model Synchronization
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Model weights sent to the 
central server for aggregation

Central server

Aggregated model weights are sent 
from the central server to the IoT devices

Federated Averaging
[McMahan ‘17]

IoT Fleet



Evaluation
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Training Dataset

Fileless Malware Detection

APT Detection

Federated Benefit and Overhead



Training Data: syscall traces
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33 devices

12 Months

5 IoT Applications
20 System Programs

Benign Dataset

IoT Applications: google, kodi, motion, samba, zeek

System Programs: bash, cat, cp, cron, dash, dbus-daemon, dd, firefox,  grep, java, ls, nginx, 
perl, ps, python, rm, service, sh, smbd, sshd



IoT Malware Detection Result
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Dynamic

Detects fileless 
malware behavior

Evaluated across 20 
system programs

GeneralAccurate

Detection rates >95%



APT Attack Detection Result
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APT Attacks

Attack compliant 
with the MITRE 

ATT&CK 
framework

IoT Application IoT Application IoT Application IoT Application IoT Application

[Mukherjee ‘23]



Federated Benefit and Overhead
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Conclusion
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ProvIoT detects fileless malware in IoT devices without relying on a central detection server

97%
average fileless 

malware detection rate

Provenance analysis 
in IoT devices

Edge-cloud collaborative 
security framework99%

average APT 
detection rate



THANK YOU
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Please forward any questions, comments and future collaboration opportunities to kunal.mukherjee@utdallas.edu

Scan the QR code to access the paper*
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Backup – Dataset
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IoT Malware Detection Result
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